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[bookmark: _Toc99004729][bookmark: _Toc219374876]Document Maintenance
The following table shall be used to track authorship for any changes, modifications, or updates to this document. 
[bookmark: _Toc97033479]Table 0‑1: Document Revision History
	Version
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	Description of Change
	Author

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



This document may be updated or changed by Company Name at any time. Company Name reserves the right to add, modify, delete or interpret any policies, standards or procedures outlined in this document. Interpretations and exceptions to this document should be directed to the Company Name IT Manger. 
[bookmark: _Toc99004730][bookmark: _Toc219374877]Document Approval History
[bookmark: _Hlk197859880]The Plan and standards shall be reviewed and updated at least annually or upon significant organizational change identified in each Quarterly Business Review (QBR). Company Name designates the IT Manager as the organizationally defined official to manage the development, documentation and dissemination of the Plan. Their review and approval are required for all changes to this document and shall be tracked in the following table.
[bookmark: _Toc97033480]Table 0‑2: Document Approval History
	Version
	Date
	Documented Approver(s)
	Effective as of:

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



The “effective as of” date listed in the table above shall be the date that this document goes into effect for Company Name. No policies, standards or procedures can go into effect prior to the review and approval of the IT Manager. Company Name will make every effort to notify employees of changes prior to the date the changes go into effect.
[bookmark: _Toc219374878][bookmark: _Toc99004731]Assessment Details
	Assessment Type:
	Self-Assessment

	Date of Assessment:
	TBD

	Period of Assessment
	Date to Date



[bookmark: _Toc219374879]Document Dissemination
These standards shall be stored and disseminated through the Company Name Information Security Library under Standards and shall be protected from unauthorized disclosure and modifications via strict access control configurations. 
Questions, comments or concerns regarding this Plan should be directed to the IT Manager.
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[bookmark: _Toc219374881]DESCRIPTION & PURPOSE OF SYSTEM
This System Security Plan provides an overview of the security requirements for Company Name information technology system Company Name-Companies.com.  The system, is collectively referred to as the “System” or “Systems” and describes the controls in place or planned for implementation to provide a level of security appropriate for the information to be transmitted, processed, or stored by the System.  Information security is vital to our critical infrastructure and its effective performance and protection is a key component of our security program.  Proper management of the System is essential to ensure the confidentiality, integrity, and availability of the data transmitted, processed, or stored by the System.
The security safeguards implemented for the System meet the policy and control requirements set forth in this System Security Plan (SSP).  All sub-systems therein are subject to monitoring consistent with applicable laws, regulations, agency policies, procedures, and practices.  
[bookmark: _Toc219374882]SYSTEM IDENTIFICATION & PURPOSE
Company Name Systems are comprised of [DESCRIBE THE COMPANY’S SYSTEMS].  The interconnections and shared resources are described within this Plan and in more detail within each environment’s collective responses to each CMMC control objective.
[bookmark: _Toc219374883]Company Name-SYSTEM NAME
[bookmark: _Hlk197858984]Company Name-SYSTEM NAME is within the [DOMAIN LOCATION (E.G., Microsoft GCC Azure cloud)].  Company Name-SYSTEM NAME is authorized to hold federal contract information (FCI) and is the standard operating envionment for Company Name.  The Environment is subject to and follows Cybersecurity Maturity Model Certification (CMMC) Level 1,  NIST SP 800-53, Defense Federal Acquisition Regulation Supplement (DFARS) controls.  
[bookmark: _Toc219374884]Responsible Organization and Information Owner(s)
[bookmark: _Toc219374885]Responsible Organization
	Organization:
	Company Name 

	Point of Contact:
	

	Title: 
	

	Address:
	

	Phone:
	

	Email:
	


[bookmark: _Toc219374886]Information Owners
See Controlled Project Listing for point of contacts responsible for providing and/or receiving FCI.

[bookmark: _Toc219374887]System Security Officer & Management Point of Contact
	Organization:
	

	Point of Contact:
	

	Title: 
	

	Address:
	

	Phone:
	

	Email:
	


[bookmark: _Toc219374888]Information System Technical Point of Contact
	Organization:
	

	Point of Contact:
	

	Title: 
	

	Address:
	

	Phone:
	

	Email:
	


[bookmark: _Toc219374889]Information Security Operations Point of Contact
	Organization:
	

	Point of Contact:
	

	Title: 
	

	Address:
	

	Phone:
	

	Email:
	



[bookmark: _Toc219374890]System Assessments and Versioning
The SSP shall be reviewed and updated at least annually or upon significant organizational changes identified in each Quarterly Business Review (QBR).  Version numbering shall document major changes to the plan and minor or incremental changes (e.g., [Major].[Minor].[Patch]).  
· Major version change (first number): Important changes to the Plan include major overhauls, extensive revisions, new requirements, etc.
· Minor version change (second number): smaller updates that add or adjust parts of the policy without a complete rewrite. For example moving from 2.0 to 2.2 might mean a new clarification or an added section without changing the overall policy.
· Patch version (3rd number): includes tiny corrections such as fixing typos minor clarifications or formatting changes. For example 2.2 to 2.2.1 would be a small fix without a real content change
[bookmark: _Toc219374891]SYSTEM TOPOLOGY & BOUNDARIES
[bookmark: _Toc219374892]Company Name-SYSTEM NAME Topology
The Company Name-SYSTEM NAME [DESCRIBE THE SYSTEM TOPOLOGY OR ATTACH A DIAGRAM].
[bookmark: _Toc219374893]Full System Boundary, Company Name-SYSTEM NAME
The full System Boundary for in-scope assets depicted in the diagram below demonstrates the connections between the two environments and a high-level FCI Data flow. 
[DESCRIBE THE SYSTEM BOUNDARY OR ATTACH A DIAGRAM]


[bookmark: _Toc219374894]Company Name-SYSTEM NAME Network Diagram & System Boundary
ADD VISIO DIAGRAM OF BOUNDARIES
[bookmark: _Toc219374895]Company Name SYSTEM NAME Assets
Company Name-SYSTEM NAME assets can be viewed in the SELF-ASSESSMENT POAM, SYSTEM ASSETS TAB.  This Excel file contains all network appliances, VLANs, servers, Azure conditional access policies, endpoints, and printers.



[bookmark: _Toc219374896]FCI Data Flow
The data flow in and out of the system boundaries is represented in the diagram below.
Add VISIO



[bookmark: _Toc219374897]Requirements
The Company Name-SYSTEM NAME System conforms to all 17 Cybersecurity Maturity Model Certification (CMMC) Level 1, controls as detailed below.  Any change to the System must maintain such compliance.  Changes that alter configurations, policies, or other compliance metrics shall be changed herein to conform to the change. 
	[bookmark: _Toc151970880][bookmark: _Toc219374898]Access Control

	[bookmark: _Toc219374899]AC.L1-B.1.I – Authorized Access Control 
[bookmark: _Toc219374900]Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).
[a] authorized users are identified;
[b] processes acting on behalf of authorized users are identified;
[c] devices (and other systems) authorized to connect to the system are identified;
[d] system access is limited to authorized users;
[e] system access is limited to processes acting on behalf of authorized users; and
[f] system access is limited to authorized devices (including other systems).

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374901]AC.L1-B1.II Transaction & Function Control (FCI Data) 
[bookmark: _Toc219374902]Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
[a] the types of transactions and functions that authorized users are permitted to execute are defined; and
[b] system access is limited to the defined types of transactions and functions for authorized users.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374903]AC.L1 – B1.III External Connections
[bookmark: _Toc219374904]Verify and control/limit connections to and use of external information systems.
[a] connections to external systems are identified;
[b] the use of external systems is identified;
[c] connections to external systems are verified;
[d] the use of external systems is verified;
[e] connections to external systems are controlled/limited; and
[f] the use of external systems is controlled/limited.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374905]AC.L1 – B.1.IV Control Public Information 
[bookmark: _Toc219374906]Control information posted or processed on publicly accessible information systems.
[a] individuals authorized to post or process information on publicly accessible systems are identified;
[b] procedures to ensure [FCI] is not posted or processed on publicly accessible systems are identified;
[c] a review process is in place prior to posting of any content to publicly accessible systems;
[d] content on publicly accessible systems is reviewed to ensure that it does not include [FCI]; and
[e] mechanisms are in place to remove and address improper posting of [FCI].

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374907]Identification and Authentication (IA)

	[bookmark: _Toc219374908]IA.L1-B.1.V Identification 
[bookmark: _Toc219374909]Identify information system users, processes acting on behalf of users, or devices.
[a] system users are identified;
[b] processes acting on behalf of users are identified; and
[c] devices accessing the system are identified.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374910]IA.L1-B.1.VI Authentication 
[bookmark: _Toc219374911]Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems.
[a] the identity of each user is authenticated or verified as a prerequisite to system access;
[b] the identity of each process acting on behalf of a user is authenticated or verified as a prerequisite to system access; and
[c] the identity of each device accessing or connecting to the system is authenticated or verified as a prerequisite to system access.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374912]Media Protection (MP)

	[bookmark: _Toc219374913]MP.L1 – B.1.VII Media Disposal
[bookmark: _Toc219374914]Sanitize or destroy information system media containing Federal Contract Information before disposal or release for reuse.
[a] system media containing [FCI] is sanitized or destroyed before disposal; and
[b] system media containing [FCI] is sanitized before it is released for reuse.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374915]Physical Protection (PE)

	[bookmark: _Toc219374916]PE.L1 – B.1.VIII Limit Physical Access 
[bookmark: _Toc219374917]Limit physical access to organizational information systems, equipment, and the respective operating environments to authorized individuals.
[a] authorized individuals allowed physical access are identified;
[b] physical access to organizational systems is limited to authorized individuals;
[c] physical access to equipment is limited to authorized individuals; and
[d] physical access to operating environments is limited to authorized individuals.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374918]PE.L1 – B.1.IX Manage Visitors & Physical Access  
[bookmark: _Toc219374919]Escort visitors and monitor visitor activity; maintain audit logs of physical access; and control and manage physical access devices.
[a] visitors are escorted;
[b] visitor activity is monitored;
[c] audit logs of physical access are maintained;
[d] physical access devices are identified;
[e] physical access devices are controlled; and
[f] physical access devices are managed.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374920]System and Communications Protection (SC)

	[bookmark: _Toc219374921]SC.L1 – B.1.X Boundary Protection  
[bookmark: _Toc219374922]Monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries of the information systems.
[a] the external system boundary is defined;
[b] key internal system boundaries are defined;
[c] communications are monitored at the external system boundary;
[d] communications are monitored at key internal boundaries;
[e] communications are controlled at the external system boundary;
[f] communications are controlled at key internal boundaries;
[g] communications are protected at the external system boundary; and
[h] communications are protected at key internal boundaries.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374923]SC.L1 – B.1.XI Public-Access System Separation 
[bookmark: _Toc219374924]Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks.
[a] publicly accessible system components are identified; and
[b] subnetworks for publicly accessible system components are physically or logically separated from internal networks.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374925]System and Information Integrity (SI)

	[bookmark: _Toc219374926]SI.L1-B1.XII Flaw Remediation 
[bookmark: _Toc219374927] Identify, report, and correct information and information system flaws in a timely manner.
[a] the time within which to identify system flaws is specified;
[b] system flaws are identified within the specified time frame;
[c] the time within which to report system flaws is specified;
[d] system flaws are reported within the specified time frame;
[e] the time within which to correct system flaws is specified; and
[f] system flaws are corrected within the specified time frame.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374928]SI.L1- B1.XIII Malicious Code Protection 
[bookmark: _Toc219374929]Provide protection from malicious code at appropriate locations within organizational information systems.
[a] designated locations for malicious code protection are identified; and
[b] protection from malicious code at designated locations is provided.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374930]SI.L1 – B1.XIV Update Malicious Code Protection 
Update malicious code protection mechanisms when new releases are available. 
[a] malicious code protection mechanisms are updated when new releases are available.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.

	[bookmark: _Toc219374931]SI.L1-B.1.XV System & File Scanning 
[bookmark: _Toc219374932]Perform periodic scans of the information system and real-time scans of files from external sources as files are downloaded, opened, or executed. 
[a] the frequency for malicious code scans is defined;
[b] malicious code scans are performed with the defined frequency; and
[c] real-time malicious code scans of files from external sources as files are downloaded, opened, or executed are performed.

	ADD RESPONSE AND LINKS TO EVIDENCE OF COMPLIANCE.
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